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Abstract
Coordinated Vulnerability Disclosure (CVD) is widely rec-

ommended as a security best practice and is increasingly
mandated by regulation, yet adoption remains uneven. We
report findings from 18 semi-structured interviews with se-
curity professionals from 15 organizations across multiple
sectors and countries, including organizations with mature
CVD programs, recent adopters, and organizations without
formal CVD programs. We examine whether pre-adoption
concerns identified in prior work persist, change, or materi-
alize in practice, and how vulnerability handling and post-
adoption challenges evolve over time.

Our findings show that commonly cited pre-adoption con-
cerns—such as high report volume, poor-quality reports, and
limited internal capacity—do occur, but usually in weaker and
more manageable forms than anticipated. Several concerns
emphasized in earlier studies, including lack of reporter exper-
tise and difficulties maintaining reporter engagement, do not
appear in our data. Instead, we identify post-adoption chal-
lenges that reflect program maturity, including handling differ-
ences between internal and external reports and responding to
increasing regulatory pressure. By comparing organizations
with and without CVD programs, we show that non-adoption
is shaped by organizational capacity, leadership support, and
regulatory awareness rather than a single barrier. Overall,
our results suggest that CVD programs have become more
normalized and less disruptive in practice, while remaining
shaped by evolving organizational and regulatory demands.

1 Introduction

Coordinated Vulnerability Disclosure (CVD) has become a
cornerstone of contemporary software security practice [1].
By providing a structured mechanism for receiving, triag-
ing, and disclosing vulnerability reports from external parties,
CVD programs are widely promoted as a way to improve prod-
uct security, reduce adversarial disclosure, and foster construc-
tive engagement with the security research community. As a

result, CVD has transitioned from a voluntary “best practice”
to an increasingly institutionalized requirement: governments
and regulators now explicitly expect vendors to maintain pub-
lic disclosure channels and internal vulnerability-handling
processes [2–5].

Despite this normalization, adoption remains uneven. A
2025 report by the Internet of Things (IoT) Security Founda-
tion found that only 40% of global IoT vendors have imple-
mented a CVD program [6]. Particularly small and medium-
sized organizations still lack formal CVD programs, even as
regulatory pressure intensifies. This persistent adoption gap
raises a basic but unresolved question: what challenges do or-
ganizations actually face when running CVD programs today,
and how do these experiences differ from the concerns that
shape adoption decisions in the first place?

Over the past decade, both academic and practitioner com-
munities have developed a rich understanding of vulnera-
bility disclosure. Prior work has documented operational
challenges in running CVD programs, including concerns
about report volume and quality, internal coordination costs,
and tensions with vulnerability reporters [7–10]. Qualitative
studies of disclosure from the reporter’s perspective further
highlight unresponsive communication, delayed remediation,
and adversarial interactions, while organizational studies de-
scribe fears of legal exposure, reputational harm, and resource
strain [7, 11–16].

Importantly, existing organizational studies—most notably
work examining firms that had recently launched or were oper-
ating CVD programs—suggest that many of these challenges
persist over time. However, the prevailing empirical picture is
largely static: it implicitly assumes that the challenges identi-
fied during early adoption remain equally salient as programs
mature, scale, and become embedded in organizational rou-
tines.

At the same time, the context in which CVD operates has
changed substantially. Many vendors now have years—or
decades—of experience with disclosure programs. Internal
security teams, vulnerability-handling workflows, and third-
party platforms have professionalized. Most critically, regula-
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tory frameworks increasingly make vulnerability handling a
legal obligation rather than a discretionary choice.

These changes also require distinguishing between two
different forms of change examined in this paper. First, we
consider how concerns evolve within organizations before
and after adopting CVD programs. Second, we compare our
present-day findings with challenges emphasized in earlier
CVD literature, much of which reflects earlier stages of CVD
adoption and ecosystem development. This distinction allows
us to separate persistent operational challenges from those
that appear to weaken, normalize, or evolve over time.

These shifts motivate our research question: Do the pre-
and post-adoption challenges emphasized in earlier CVD
research still meaningfully constrain organizations today, or
have they become normalized, mitigated, or replaced by new
forms of friction?

In this paper, we revisit Coordinated Vulnerability Disclo-
sure from an organizational perspective, explicitly situating
CVD within a landscape of program maturity, organizational
learning, and regulatory pressure. We report findings from 18
semi-structured interviews with security professionals from
15 organizations across multiple sectors and countries, span-
ning a continuum from no formal CVD program to programs
that were adopted less than a year ago to mature disclosure
operations that have been running for up to 15 years.

Our findings reveal a consistent pattern: many pre-adoption
fears do materialize in practice, but in substantially weaker
and more manageable forms than suggested by earlier studies.
Concerns such as high report volume, poor-quality submis-
sions, and limited internal capacity are real but rarely threaten
the viability of CVD programs once organizations gain expe-
rience. At the same time, challenges emphasized in prior work
– such as lack of reporter expertise or difficulties sustaining
engagement with researchers – are notably absent from our
data.

Instead, we identify a set of post-adoption challenges that
reflect program maturity rather than fragility, including han-
dling discrepancies between internally and externally discov-
ered vulnerabilities, navigating internal defensiveness around
public disclosure, and adapting CVD practices to expanding
regulatory requirements. These findings suggest that CVD
programs have become more normalized and less disruptive
than earlier research implies, while simultaneously becoming
entangled with new organizational and legal constraints.

By contrasting organizations with and without CVD pro-
grams, we further show that non-adoption is rarely explained
by a single barrier. Rather, adoption depends on the con-
vergence of multiple enabling factors – technical capacity,
organizational openness, leadership support, and regulatory
awareness – while non-adopters tend to face deficits in one or
more of these dimensions.

This paper makes three contributions: (1) an updated empir-
ical account of CVD operations that captures how established
challenges persist, attenuate, or disappear over time; (2) a

comparative perspective that incorporates organizations with-
out CVD programs to illuminate barriers to adoption; and
(3) new insights into emerging challenges driven by regula-
tory pressure and organizational scale. Together, our results
reposition CVD not as an inherently fragile practice, but as
an increasingly routine organizational capability—one that
most organizations can sustain, yet not without ongoing insti-
tutional effort.

2 Background and Related Work

Householder et al. define CVD programs as “the process
of collecting vulnerability information, coordinating its dis-
tribution among stakeholders, and publicly disclosing vul-
nerabilities and mitigations” [1]. CVD programs provide a
structured way for organizations to engage with external se-
curity researchers and manage vulnerabilities responsibly.
Two common types of CVD programs are bug bounty pro-
grams, in which organizations offer monetary rewards for
eligible vulnerability reports under specified conditions, and
Vulnerability Disclosure Programs (VDPs), also known as
responsible disclosure, which do not offer monetary rewards
but may provide other forms of recognition, such as public
acknowledgment in a hall of fame [8].

In this section, we review prior work on challenges in im-
plementing and operating CVD programs and the counter-
measures proposed from both the organizational (Section 2.1)
and reporter (Section 2.2) perspectives. We also summarize
the current legal frameworks and established best practices
related to CVD programs (Section 2.3).

2.1 Challenges and Countermeasures from the
Organization’s Perspective

Prior work identifies recurring challenges for organizations
when adopting and operating Coordinated Vulnerability Dis-
closure (CVD) programs [7, 8, 10]. Walshe and Simpson [8],
based on a survey of 39 security professionals and eight
follow-up interviews, provide a detailed account of both pre-
launch and post-launch challenges.

Before launching a CVD program, organizations express
concerns about receiving large volumes of low-quality or
duplicate vulnerability reports, exposure to legal and repu-
tational risks, and difficulties in communicating with exter-
nal security researchers [7, 8]. Distrust of hackers and un-
certainty about their motivations further intensify these con-
cerns [17–19]. Internal constraints—such as limited security
expertise, staffing shortages, and restricted budgets—also con-
tribute to hesitation in adopting CVD programs [8, 10].

After adoption, many of these concerns continue to ap-
pear in practice. Organizations report recurring issues with
poor-quality reports, submissions outside program scope, in-
flated severity assessments, and high report volume [7, 8, 20].
Prior work often attributes these problems to low-skilled or
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poorly motivated reporters, especially in open programs that
lack effective filtering mechanisms [21]. To address this, ear-
lier studies recommend clearer scope definitions, private or
invitation-only programs, and structured review processes to
reduce noise and improve report quality [8, 21]. Recent work
on AI vulnerability disclosure further highlights these scope-
definition challenges. A large-scale study of AI vendors found
substantial variation in how organizations define and handle
AI-related vulnerabilities, with issues such as jailbreaking
and hallucinations frequently treated as out of scope, while
more traditional security concerns are more consistently ac-
cepted [22]. Some work also proposes automated tools for
filtering and triaging reports [23, 24]. However, practitioners
remain cautious about relying on automated report manage-
ment systems, mainly due to concerns about their reliability
in real-world settings [25].

Organizations also face challenges in their interactions with
vulnerability reporters. Studies report communication break-
downs, disagreements over severity assessments, motivation-
related conflicts, and undesirable reporter behavior [8, 9].
These challenges are influenced by differing incentive struc-
tures, including tensions between monetary and non-monetary
motivations [13, 26]. Internally, organizations struggle with
coordination between security and product teams, resistance
to prioritizing remediation, and shortages of skilled personnel
[7,10]. Prior work identifies effective internal communication,
managerial support, and a mature security culture as key coun-
termeasures to these organizational challenges [7, 10, 27, 28].

2.2 Challenges and Countermeasures from the
Reporter’s Perspective

A complementary body of qualitative research examines the
challenges faced by vulnerability reporters when engaging
with organizations [7,11–13]. These studies consistently show
that reporters experience unresponsive or dismissive com-
munication, delayed remediation, and, in some cases, legal
threats. Prior work attributes these challenges in part to orga-
nizations’ failure to clearly communicate disclosure expecta-
tions, legal constraints, and remediation timelines [29].

Research also documents differing views on disclosure
practices between reporters and organizations. Many re-
porters—especially experienced ones—prefer full disclosure
and choose not to collaborate with vendors, believing that pub-
lic disclosure, sometimes accompanied by detailed exploits,
applies pressure on organizations to fix vulnerabilities [13].
However, empirical evidence shows that vulnerabilities not
reported to vendors are less likely to be fixed [13, 30].

Beyond interview-based research, several studies report
first-hand experiences of researchers attempting to disclose
vulnerabilities to specific organizations [14–16]. These works
describe a wide range of organizational responses, from con-
structive engagement to silence or outright rejection. As a
result, some reporters disengage from disclosure programs

and become inactive over time [31]. van Hove et al. [16] show
that many organizations remain difficult to contact about secu-
rity issues, even when a dedicated security contact point exists.
They also find that organizations with a formal VDPs respond
more often and resolve more vulnerabilities. However, even
among these organizations, roughly half of disclosed vul-
nerabilities remain unanswered or unresolved after 90 days,
indicating that having a policy is necessary but not sufficient
for effective vulnerability handling.

2.3 Legal Framework and Best Practices
Policy and regulation increasingly frame CVD programs as
an expected organizational capability. In the European Union,
the NIS2 Directive establishes a CVD framework in which
Member States designate a Computer Security Incident Re-
sponse Team (CSIRT) to coordinate CVD and support a Euro-
pean vulnerability database [2]. More recently, the EU Cyber
Resilience Act makes vulnerability handling enforceable for
vendors of digital products and requires manufacturers to im-
plement a CVD program as part of vulnerability management
obligations [5, 32].

Outside the EU, U.S. federal policy also treats disclosure
handling as a formal requirement. CISA’s Binding Opera-
tional Directive 20-01 requires U.S. federal civilian agencies
to develop and publish a VDP and maintain supporting vul-
nerability handling procedures [4]. In the United Kingdom,
government guidance similarly recommends that software
and digital services provide an accessible vulnerability disclo-
sure process backed by a clear policy and internal handling
procedures [3].

Alongside regulation, best-practice guidance describes
what a “well-functioning” CVD includes in practice. Stan-
dards such as ISO/IEC 29147 define recommended practices
for vulnerability disclosure, while ISO/IEC 30111 specifies
processes for internal handling of reported vulnerabilities
(e.g., intake, triage, remediation, and coordination roles such
as a PSIRT1) [33, 34]. At the European level, ENISA pub-
lishes guidance on CVD, including recommendations for har-
monized approaches and national vulnerability coordination
policies [35]. In the U.S., CISA provides practical guidance
and templates for constructing a VDP, including expected
elements such as a reporting channel, scope, response expec-
tations, and safe reporting terms [4, 36].

Together, these regulations and standards [2–5, 33–36] es-
tablish a set of expectations: organizations are expected to
provide a public reporting channel, define disclosure scope
and timelines, handle vulnerability reports through structured
internal processes, and coordinate remediation and disclo-
sure. In general, these frameworks require vulnerabilities to
be addressed in a timely manner, rather than within a fixed
deadline such as the commonly cited 90-day window, which
stems from long-standing coordinated disclosure norms, most

1Product Security Incident Response Team
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prominently associated with Google’s Project Zero disclosure
policy [37].

3 Methodology

To examine the current state of CVD programs, we conduct
semi-structured interviews with 18 participants from 15 or-
ganizations, including three organizations without CVD pro-
grams, between February 2025 and January 2026. This sec-
tion presents our methodology: participant recruitment (Sec-
tion 3.1), study design and interview protocol (Section 3.2),
data analysis (Section 3.3), and ethical considerations (Sec-
tion 3.4).

3.1 Recruitment and Participants
Participants were recruited from organizations across a di-
verse range of sectors (Table 2). Eligible participants were
professionals involved in product security activities related
to vulnerability disclosure, security governance, vulnerability
discovery, disclosure handling, remediation processes, disclo-
sure policy development, management of incoming reports, or
coordination of vulnerability fixes within their organizations.
Recruitment relied on two complementary strategies. First,
we used existing professional networks and prior research
contacts to identify relevant stakeholders and facilitate intro-
ductions to appropriate personnel within organizations. These
individuals were then contacted with information about the
study objectives and invited to participate. Second, we con-
ducted a broader outreach campaign targeting organizations
both with and without public CVD programs. Specifically,
we contacted 25 organizations with publicly available CVD
policies using the contact information listed in their disclosure
programs. To include organizations without formal disclosure
policies, we additionally contacted 48 companies through
direct email and LinkedIn outreach. Organizations without
public CVD programs were identified using data from the IoT
Security Foundation report [6].

In total, 18 professionals from 15 organizations participate
in the study, including 12 organizations with CVD programs
and three without. Each participant and organization is as-
signed a unique identifier: a participant ID (PID) and an orga-
nization ID (OID). Participant demographics are presented in
Table 1.

3.2 Study Design and Interview Protocol
We begin the study with an exploratory phase that includes
two pilot interviews informed by the research question, prior
literature on CVD programs, and an initial interview pro-
tocol. These interviews clarify how organizations manage
vulnerability disclosure in practice, the steps involved, and
the challenges encountered, and they inform revisions to the
protocol. After these first two interviews, we make minor

adjustments to the wording and sequence of some questions
while retaining the overall structure and content. The final
interview protocol is presented in Appendix A.

The interview protocol consists of two comparable sections:
one for organizations with formal CVD programs and one for
organizations without such programs. This structure captures
differences in vulnerability management practices and orga-
nizational perspectives while maintaining consistency across
interviews. During data collection, we make minor adjust-
ments to question wording and order while preserving the
overall structure to follow emerging themes when necessary.

After obtaining informed consent (see Section 3.4), each in-
terview begins with general questions about the participant’s
role, responsibilities, and organizational context. The proto-
col then follows a structured order aligned with prior work,
particularly the study by Walshe and Simpson [8], allowing
analysis of whether organizational perspectives on CVD pro-
grams change over time. We first address pre-adoption con-
siderations and organizational views on CVD. Ideally, these
pre-adoption considerations would be discussed with partici-
pants involved from the beginning of the program to capture
initial views and early-stage processes. However, this is not
always feasible. As shown in Table 1, seven participants are
involved in setting up the CVD program. For participants not
involved from the start, pre-adoption questions are adapted
to focus on the organization’s current motivations and con-
cerns involving CVD programs, shifting the emphasis from
its early-stage to its present state.

We then examine vulnerability discovery and remediation
practices, including reporting, assessment, and resolution pro-
cesses. Next, we explore interactions with vulnerability re-
porters, and we conclude with questions on post-adoption
challenges, countermeasures, and recommendations. When
these topics are not raised spontaneously, we probe for chal-
lenges identified in prior CVD studies and for current orga-
nizational practices. This approach enables comparison be-
tween present-day CVD operations and challenges reported
in earlier research.

All interviews are conducted remotely using video confer-
encing tools. Most interviews involve one participant and the
researcher; one interview includes two participants and the
researcher (P16–O14 and P17–O14). Seventeen interviews
are conducted in English, and one in Spanish (P18–O15). In-
terviews last an average of 44 minutes, with durations ranging
from 23 to 59 minutes.

3.3 Data Analysis

We analyze the interviews using thematic analysis and con-
tinue data collection until reaching theoretical saturation,
defined as the point at which no new meaningful themes
emerge [38, 39]. All interviews are recorded and transcribed.
After anonymization and translation of the Spanish interview,
the primary researcher analyzes the transcripts using open
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Table 1: Participant Demographics

PID OID Country Role Experience within With CVD? Interviewee present
the organization when CVD started

P1 O1 NL Product security lead 6−10 years ✓ ×
P2 O1 NL Product security and policy >20 years ✓ ✓
P3 O2 US Security engineer 2−5 years ✓ ×
P4 O2 US Incident manager 11−15 years ✓ ×
P5 O3 NL Security analyst 11−15 years × −
P6 O4 NL Threat management 2−5 years ✓ ×
P7 O5 NL Security officer 2−5 years ✓ ×
P8 O6 DE Security engineer 6−10 years ✓ ✓
P9 O7 NL Security officer 6−10 years ✓ ✓
P10 O8 NL Product security lead 2−5 years ✓ ×
P11 O9 NL Security officer ≤1 year × −
P12 O10 NL Security officer 6−10 years ✓ ✓
P13 O11 NL Product security lead 2−5 years ✓ ✓
P14 O12 DE Product security lead >20 years ✓ ✓
P15 O13 US CEO 2−5 years × −
P16 O14 NL Security incident responder 6−10 years ✓ ×
P17 O14 NL Security officer >20 years ✓ ✓
P18 O15 ES Offensive security specialist 2−5 years ✓ ×

Note. Participants report whether they were present during the establishment of the CVD program.

coding, annotating emerging themes and developing an ini-
tial codebook. A single coder conducts this stage of analysis,
which is appropriate for this form of qualitative research [40].

The codebook is then discussed with two other researchers
with varying backgrounds, and the codes are refined to better
fit the data. This process of validation and refinement contin-
ues as the analysis progresses. Once theoretical saturation is
reached, the final codebook is applied to all interview tran-
scripts to ensure consistent coding across the dataset.

Although full saturation is not reached for organizations
without CVD programs due to the smaller sample size (three
participants), we include these findings to provide comple-
mentary perspectives and to offer insight into current vulnera-
bility handling practices and barriers to CVD adoption, which
remain underexplored in prior work.

3.4 Ethics and Data Protection

The study is approved by the human research ethics com-
mittee of the researchers’ institution. Before each interview,
participants receive written informed consent and are also in-
formed orally by the primary researcher about the purpose of
the study, the voluntary nature of participation, the absence of
compensation, and the data collection process. All transcripts
and quoted materials are anonymized. Audio recordings, tran-
scripts, and interview data are stored on a secure network at
the researchers’ institution.

4 Results

In this section, we address our research question: Do the pre-
and post-adoption challenges emphasized in earlier CVD re-
search still meaningfully constrain organizations today, or
have they become normalized, mitigated, or replaced by new
forms of friction? To answer this question, we present find-
ings on pre-adoption considerations, including motivations
and concerns (Section 4.1); how vulnerability management
operates in practice (Section 4.2); post-adoption challenges
and the countermeasures used to address them (subsubsec-
tion 4.3.1); and participant recommendations for adopting
and operating CVD programs (Section 4.4).

Because prior work identifies organizational characteristics
as key drivers of security practices [41, 42], including CVD
programs [7, 8], we first characterize the 15 organizations
included in our study. Table 2 provides an overview of these
organizations, including country, size (based on Gartner’s
definition [43]), sector, the presence or absence of CVD, and
the estimated duration of the CVD program as reported by
the participants.

4.1 Pre-adoption Considerations

Here, we present the motivations (subsubsection 4.1.1) and
concerns (subsubsection 4.1.2) reported by organizations at
different stages of CVD adoption when deciding whether to
implement or not implement a CVD program.
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Table 2: Overview of Organizations

OID Country Size Age Sector With CVD? CVD duration
O1 NL Large >50 years Manufacturing ✓ 11–15 years
O2 US Large 31–50 years Manufacturing ✓ >20 years
O3 NL Small 11–30 years Technology × –
O4 NL Large 31–50 years Finance ✓ 6–10 years
O5 NL Medium >50 years Technology ✓ 2–5 years
O6 DE Large >50 years Manufacturing ✓ 6–10 years
O7 NL Medium ≤10 years Technology ✓ ≤1 year
O8 NL Large 11–30 years Manufacturing ✓ 2–5 years
O9 NL Small 11–30 years Education × –

O10 NL Large >50 years Education ✓ 6–10 years
O11 NL Large 11–30 years Retail ✓ 2–5 years
O12 DE Large >50 years Manufacturing ✓ 11–15 years
O13 US Small ≤10 years Technology × –
O14 NL Large >50 years Technology ✓ 11–15 years
O15 ES Large 11–30 years Finance ✓ 2–5 years

Organization size is according to Gartner’s definition [43].
The duration of CVD programs is based on information provided by the participants.

4.1.1 Motivations

Based on the interviews, we identify five motivations that
led organizations to implement CVD programs: leveraging
external security expertise, maintaining control over disclo-
sure, building trust and protecting reputation, meeting legal
requirements, and responding to market incentives.

External expertise. The first motivation, mentioned by 11
participants, is to improve security by involving external re-
searchers, a motivation also identified by Alomar et al. [7] in
the context of bug bounty adoption. One participant describes
CVD as a way “to make our products even more secure by
allowing external people to look at our products and assess
them,” because it is “helpful if we have external security re-
sources looking at our systems and reporting vulnerabilities
so we can improve” (P1-O1). Another participant describes
this as having “a second set of eyes to identify the external ex-
posure and the vulnerabilities and weaknesses” (P6-O4). One
participant links this motivation to the growth of the research
community, noting that “the number of security researchers
has dramatically increased in the past 7–8 years” (P10-O8).
Another participant highlights the value of reach, stating that
“the biggest advantage is access to global talent, even well-
funded companies cannot hire top specialists in every niche”
(P18-O15).

Disclosure control. The second motivation, mentioned by
nine participants, is the desire to be involved in vulnerabil-
ity disclosure and to serve as the first point of contact for
reporters. Two participants explain that “CVD programs open
the gates to people to find us” (P13-O11), so that reporters
“report it first to us and then we can work together on bringing
this to the news, but allowing us first to fix it and inform our
customers” (P1-O1). CVD is also seen as a way to provide “a
clear channel of communication” and make it “as easy as pos-

sible for people that notice anything wrong in our products to
communicate that to us” (P9-O7), giving researchers “a space
to come to you rather than to first go public” (P12-O10). A
participant also stresses the importance of shaping disclosure
outcomes, noting that “we also want to be involved in the
narrative” (P1-O1).

Trust and reputation. The third motivation, mentioned by
eight participants, is maintaining customer trust and protect-
ing reputation. One participant describes CVD programs as
“doing the right thing” and part of the “need to do good for
the customers” (P4-O2). Another participant notes that CVD
helps “customers trust the reputation the organization has
built” (P1-O1), while another points out that “if it came out
that our product is not secure, it would crash our reputation”
(P5-O3). One participant also links CVD to responsibility
toward users, emphasizing the need to “make sure that we
have a safe network and infrastructure for ourselves, but also
for our customers” (P16-O14).

Legal requirements. The fourth motivation relates to legal
aspects and is mentioned by four participants. One partici-
pant explains that CVD programs help by “lowering your
exposure to lawsuits and that kind of thing” (P4-O2), while
another points out that CVD offers “a more formal way of
handling vulnerabilities, especially when reports involve legal
liabilities” (P13-O11).

Market incentives. The fifth motivation relates to market
incentives for implementing CVD programs and is mentioned
by two participants. One participant notes that “security and
fast remediation is something that you can sell . . . something
that you can market” (P5-O3). Another participant describes
adopting CVD because it became expected in the industry,
stating that their company “needed to have a CVD as basically
other companies already had it” (P14-O12).

Participants also describe two motivations for not imple-
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menting CVD programs: competing organizational priorities
and a perception that CVD is an unnecessary expense because
the organization faces low perceived security risk.

Organizational priorities. One participant from an orga-
nization without a CVD program explains that adoption was
discussed internally but they “decided to not go with it yet,”
noting that “the adoption is delayed due to competing priori-
ties, restructuring, and a lot of mergers and acquisitions. We
have to put our house in order before we do that [implement-
ing CVD]” (P11–O9).

Unnecessary. Another participant from an organization
without a CVD program, where no prior discussions had taken
place, describes CVD as unnecessary due to the perceived
low risk of vulnerabilities. They explain that their systems
handle limited or low-value data, so “there isn’t much data
to be useful, and even if accessed, it’s an annoyance, but it’s
not going to cause harm to our customers” (P15–O13). The
same participant also notes that responsibility for sensitive
data and security processes lies with a third-party platform,
stating that “they’re maintaining all the data and systems . . .
we don’t really keep anything, they have to deal with that
topic [security, CVD]” (P15–O13).

4.1.2 Concerns

When analyzing the pre-adoption concerns mentioned by
participants, six concerns emerge: volume of reports, poor-
quality reports, negative press, distrust of reporters, internal
capacity, and process liability.

Volume of reports. The first concern relates to the expected
volume of reports. Four participants, all from organizations
with CVD programs, describe fears that launching a CVD
program would mean “opening the floodgates to a lot of
reports,” requiring effort “to kind of go through the report
[and] evaluate if it’s something that is super urgent or if it’s
something that can wait” (P13-O11).

Poor-quality reports. The second concern, mentioned by
four participants from organizations with CVD programs, re-
lates to the quality of reports. Participants anticipate receiving
reports for issues they are already aware of or consider low
priority, such as “a vulnerability in a certain version of a cer-
tain library that is low severity, and not something I would
spend time fixing” (P8-O6).

Negative press. The third concern, reported by three par-
ticipants from organizations with CVD programs, relates to
negative press. One participant describes fears that vulner-
abilities disclosed through CVD could “become known too
quickly” and “lead to negative press, even when we follow
due process and fix the issue before disclosure” (P1-O1). The
same participant also explains the concern that “after publish-
ing an advisory, a day later there’s a huge article in the news
saying the organization has lots of problems, which then re-
quires explanation to leadership because they see the negative
press” (P1-O1). Another participant reports resistance to pub-

lic disclosure, noting that some preferred to “not have public
statements about vulnerabilities” due to concerns about the
company’s public image and the belief that “we don’t have
vulnerabilities, we have robust products” (P14-O12).

Distrust of reporters. The fourth concern, reported by two
participants from organizations with CVD programs, is dis-
trust toward reporters and relates to fears that CVD programs
could encourage hacking of organizational systems and re-
taliation. One participant reports pushback from regulatory
and legal teams, noting that “the last thing that we want is to
encourage people to start hacking our systems,” and empha-
sizing that “we do not want to motivate people to start hacking
our products” (P2–O1). Another participant describes con-
cerns that CVD could be seen as “inviting bug bounty hunters
or unintended traffic on our production systems” (P13–O11).

Internal capacity. The fifth concern relates to internal ca-
pacity to implement a CVD program and is raised by two
participants from organizations without CVD programs. Par-
ticipants explain that limited financial and human resources
make adoption difficult, particularly for smaller organizations.
One participant notes that “a small company can’t afford to
go hire somebody . . . it doesn’t financially make any sense”
(P15–O13). They add that if CVD “became regulated by law,
we would have to go hire a firm and pay some money, which
would be just an exercise of money being spent” (P15–O13).
Another participant emphasizes the lack of manpower, ex-
plaining that “we don’t have the manpower at the moment to
create an official process and do anything really good with it,
even though we do pay attention to security in our own way”
(P5–O3).

Process liability. The sixth concern, reported by one par-
ticipant from an organization without a CVD program, relates
to the risk of having a program that is not properly followed.
The participant explains that adopting CVD requires “a pro-
cess that you need to follow, and the one thing worse than not
having a program at all is having a program that [you are]
not following at all” (P5–O3). They further emphasize that
“if on paper you have a process, but if in practice you don’t
do anything with it, the program just creates additional risk”
(P5–O3).

Table 3 compares pre-adoption concerns identified in prior
work—often referred to as fears—with those reported in our
study. The qualitative “strength” indicators (limited, medium,
strong) are based on how frequently themes were discussed
during the interviews and how many participants mentioned
a particular concern. The dot indicators reflect the relative
prominence of issues and should not be interpreted as quantita-
tive measurements. Prior studies were mapped onto the same
scale based on the findings reported by the authors. Since we
did not have access to the original interview data from these
studies, this mapping relied on how strongly particular themes
were emphasized in their reported findings and discussion.
This allows for approximate comparisons across studies while
acknowledging methodological and interpretive differences
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between them.
Overall, Table 3 shows that five pre-adoption concerns iden-

tified in prior studies persist in our findings, but their perceived
impact is lower. Concerns that were previously described as
strong—such as report volume, report quality, and distrust of
reporters—are still recognized but are generally viewed as
manageable and unlikely to prevent adoption. Another strong
concern in prior work, internal capacity, is perceived as man-
ageable by larger organizations but remains a more significant
concern for smaller organizations. Concerns about negative
press appear more prominent in our findings than in prior
work, which helps explain why a key motivation for adopting
CVD programs is to be involved in vulnerability disclosure
and shape the public narrative. Other concerns, including lack
of reporter experience and communication with reporters, are
not identified in our study as pre-adoption concerns. Finally,
we identify process liability as a new concern not empha-
sized in prior work, raised by an organization without a CVD
program.

4.2 Vulnerability Discovery and Remediation
in Practice

Based on our findings, vulnerability discovery and remedi-
ation in practice can be described as a process consisting
of four main phases, reflecting how participants experience
and manage vulnerabilities. These phases are: intake and
triage—covering both internal findings and external reports
(subsubsection 4.2.1); assessment and prioritization (subsub-
section 4.2.2); remediation (subsubsection 4.2.3); and public
disclosure (subsubsection 4.2.4).

Two of these phases—intake and triage, and remedia-
tion—have been discussed to some extent in prior work by [7]
in the context of bug bounty programs. More broadly, the four
phases identified in our study align with elements of the dis-
closure process model described by [1], who note that they
“adapt a version of the ISO/IEC 30111 process with more
phases to better describe what we have seen at the CERT/CC.”
They are also consistent with prior studies of the vulnerability
lifecycle [44–46].

Table 4 provides an overview of the CVD characteristics of
the organizations in our study, which we reference throughout
this section.

4.2.1 Intake and Triage

The intake and triage process differs between organizations
with and without CVD programs. For organizations without
a CVD program, the lack of a clear point of contact limits
control over how vulnerability reports are received. As one
participant explains: “without a formal channel, we don’t have
a lot of influence about how we get our report” (P5-O3).

Among organizations with CVD programs, “reports come
mainly from two sources, internal or external” (P4-O2). A

participant adds that “most of them [internal reports] come
from engineers that can be part of customer support or from
the business units themselves,” such as “developers that find
out something that looks like it might have security impact
on the product” (P4-O2).

How external reports are received depends on how the
CVD program is implemented (see Table 4). For organizations
running CVD programs in-house, a common approach is to
provide a dedicated email address. One participant describes
having “a centralized e-mail inbox, with the public e-mail on
the website,” explaining that “that inbox is monitored during
business hours and also after business hours” (P9-O7).

Once a report is received, organizations typically begin
with an acknowledgment. Participants emphasize that this
step is important to show that reports are handled by a real
person. One participant explains, “upon receiving a vulner-
ability report, we basically make an acknowledgment first.
So thank you for reporting,” noting that this is important be-
cause when someone writes to an organization’s e-mail, “you
never know if you will ever get a response . . . often this is
just a black hole and it disappears” (P14-O12). The partic-
ipant stresses that the response is manual: “we write these
emails manually. . . there might be typos. . . there might be
questions following. So that people see there’s really some-
one sitting there, not just a script or an AI” (P14-O12). After
acknowledgment, teams perform a quick triage: “is the claim
reasonable? Is enough material provided?” (P14-O12). If not,
they “ask back. . . can you provide more material or we don’t
understand what you did” (P14-O12).

For organizations using third-party platforms (e.g.,
Bugcrowd2, HackerOne3), intake takes a different form. In-
ternal security teams receive notifications when a report is
submitted. As one participant explains, “every time a new
report comes in, we get an e-mail notification and we also
get the status of the report” (P10-O8). In these cases, “the
triage. . . has usually happened externally” (P10-O8). How-
ever, internal teams still review the reports themselves. One
participant explains that “the first assessment of the platform
is correct I would say maybe 9 out of 10 times, but sometimes
external reviewers don’t know our company as well as we
do,” which can lead to severity being misjudged (P8-O6). As
a result, “we also check all the technical descriptions. . . and I
also assess the actual impact by ourselves” (P8-O6).

Reports received through channels outside the CVD pro-
gram are uncommon. Participants note that “certain re-
searchers try to reach out on an individual basis on social
media,” but in those cases organizations “redirect them to the
formal process” (P6-O4). Some indirect reports still occur, as
“we still get frequent reports via [other] company e-mails . . .
through social media, not so much” (P8-O6), or when “they
reach out to our customer care service and then customer care
sends it back to us” (P10-O8). Participants emphasize that

2https://www.bugcrowd.com/
3https://www.hackerone.com/
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Table 3: Pre-adoption Concerns: Prior Studies vs. Our Findings

Pre-adoption concern Prior studies Our study Interpretation from our study

Volume of reports [7, 8, 20] ●●● ●● Recognized as a concern, but not expected to
prevent adoption because the workload is expected
to decrease over time.

Poor-quality reports [7, 8, 20] ●●● ●● Recognized as a concern, but outweighed by
expected useful reports.

Distrust of reporters [7, 8, 17] ●●● ● Raised as a concern, especially by legal or
non-technical stakeholders.

Internal capacity [7, 8, 20] ●●● ● Recognized as a concern, particularly for smaller
organizations.

Lack of reporter experience [8,
20]

●● − Not identified as a pre-adoption concern in our
study.

Communication with reporters
[8]

●● − Not identified as a pre-adoption concern in our
study.

Negative press [8] ● ●● Recognized as a concern, but not a barrier for
adoption.

Process liability − ● Recognized as a concern by an organization
without CVD programs.

Strong issue: ●●● Medium: ●● Limited: ● Not identified: −

Table 4: CVD Characteristics and Vulnerability Handling

OID CVD Incentive # internal # external Resolution
type vulnerabilities vulnerabilities timeline

O1 In-house Hall of fame 30–40 per year 10 per year Ideally < 60 days
O2 Hybrid Ack. Sometimes monetary 100–200 per year 40 per year Variable
O3 No CVD – 10 per year 3 per year Variable
O4 Third-party Sometimes monetary More than reported 1–2 per week Hours to months
O5 In-house No reward 500–1000 per year 1–3 per year 3–30 days
O6 Third-party Hall of fame 80–90% ∼10% 36 hours to months
O7 In-house No reward ∼1–2 per year Mostly external (90%) 1–7 days
O8 In-house Hall of Fame 1 per week 1 per month 2 weeks to 3 months
O9 No CVD – 40–50 per year 6 per year –
O10 In-house Hall of fame ∼1 internal to ∼10 external ∼1 internal to ∼10 external Variable
O11 In-house Other 500–1000 per year 30–40 per year (10% valid) Variable
O12 Hybrid Ack. Sometimes monetary 300 per year 50 per year Variable
O13 No CVD – No vulnerability so far No vulnerability so far –
O14 In-house Hall of Fame. Other 4000–5000 per year 50 per year Variable
O15 Third-party Monetary More than reported 2000 (100 valid) per year 3–7 days

Hybrid: CVD programs are primarily managed in-house but use third-party platforms for selected products.
Ack: Reporters are acknowledged in published advisories.

Sometimes monetary: Monetary rewards are offered only in specific cases or for selected products.
Other: Non-monetary rewards are offered (e.g., T-shirts).

# vulnerabilities and timeline: Values are interviewee estimates quoted directly from the interviews.

“it is very rare to actually see a vulnerability being posted
on the Internet that we don’t know about” (P10-O8). A few
cases involve conference disclosures—“there’s cases where
they [reporters] go to conferences and we find out like that”
(P10-O8)—but overall, as one participant summarizes, “no
full public disclosures have occurred, and only in rare cases
researchers hinted at findings on social media without details”
(P18-O15).

Overall, intake and triage follow a similar sequence: re-
ceiving the report, acknowledging the reporter, conducting an

initial assessment of validity and completeness, and assign-
ing the report to the next stage of the vulnerability handling
process, namely the internal assessment.

4.2.2 Assessment and Prioritization

Assessment and prioritization follow intake and triage and
involve a deeper analysis of the reported vulnerability. While
triage checks basic validity, this phase focuses on understand-
ing the impact, context, and urgency.
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Participants explain that assessment depends on how and
where the affected component is used. One notes that “it
really depends on which component is impacted by the vul-
nerability,” and that even “a CVSS4 score of 10 could be 0
in our case” depending on implementation and existing con-
trols (P1-O1). Reports are also verified for reproducibility,
as “sometimes it can be a misconfiguration . . . or we cannot
reproduce the issue” (P2-O1).

From what participants report, each organization uses its
own way to assess criticality and prioritize vulnerabilities,
even when common metrics such as CVSS are used. One
participants describes that “as one of the first steps, we assess
severity using CVSS v3.1. But, in most cases, we deviate
from it because there’s not enough granularity in the CVSS
to really explain what’s going on” (P4-O2). Organizations
adjust severity based on their internal context and risk models,
using predefined levels and timelines. Some organizations
combine metrics, saying that “we’ve prioritized them using
two different metrics . . . one is the CVSS, the other one is the
EPSS5” (P13-O11). Others rely on internal models, noting
that “we have a prioritization model based upon the risk and
that gives you the time to solve it” (P17-O14).

Differences between external and internal assessments are
common. Participants note that researchers may report vul-
nerabilities that “are technically valid but whose real-life ex-
ploitability is nearly impossible,” making them “not a high
priority” internally (P2-O1). External reporters may also “mis-
judge some reports because they simply don’t know our com-
pany, requiring teams to reassess the actual impact” (P8-O6).

Based on this assessment, organizations assign severity,
identify the affected asset and owner, and create internal tick-
ets for remediation. As one participant summarizes, after vali-
dation, they “assign severity, create an internal remediation
ticket and forward the issue to the business unit” (P18-O15).

4.2.3 Remediation

Once a vulnerability report is assessed and assigned to the
responsible developers or business units, the remediation pro-
cess begins. These teams plan and implement the fix, and
participants report significant variation in how this work is
done across organizations and teams. As one participant ex-
plains, “some teams run completely on their own, and after
receiving a vulnerability, two weeks later they come back and
say, yeah, we will fix this, this is our timeline” (P14-O12). In
other cases, remediation involves “closer cooperation [with
security teams]. . . with regular meetings step by step through-
out the process” to evaluate progress and check whether “the
timeline is still valid or not” (P14-O12).

Remediation often starts by determining whether an imme-
diate fix is possible or whether interim mitigations are needed.
Participants note that “the ideal mitigation is . . . a software

4Common Vulnerability Scoring System
5Exploit Prediction Scoring System

update, but that it’s not always easy, as fixes may require an
architectural change,” which can take more time (P1-O1). In
such cases, teams may look for temporary measures to miti-
gate the risk, for example by changing settings or applying
operational controls. Others describe blocking exposure at
the network level, explaining that when “this thing does not
have a fix within the software itself, we can use features to
just block it” (P7-O5). Some organizations isolate affected
systems entirely, stating that “if the system is not business-
critical, we take it down, and if it is business-critical, we put
it behind the firewall” (P12-O10). These interim measures are
used until a permanent fix can be deployed.

Remediation timelines vary widely, as shown in Table 4,
and depend on the severity of the vulnerability and the com-
plexity of developing a permanent fix. Participants emphasize
that “it’s really difficult to make statements on how quickly
that is, since remediation can take anything from weeks to
months” (P2-O1). Critical issues are handled fastest, with
fixes reported “within four to six hours” or “within the same
day ideally” (P9-O7; P13-O11). Less severe issues follow
longer timelines, commonly “two weeks to three months”
(P10-O8). Several organizations define explicit timelines by
severity, such as “72 hours for critical issues,” with lower
severities handled within “seven days, 14 days or 30 days”
(P7-O5). As one participant summarizes, “each rating has a
timeframe to act upon it” (P6-O4).

Overall, remediation is described as a flexible process that
depends on severity, complexity, and organizational structure.
Organizations combine permanent fixes with temporary mit-
igations to reduce risk while remediation is ongoing. Once
fixes or mitigations are in place, organizations move to the
next phase of the process: public disclosure.

4.2.4 Public Disclosure

After remediation, organizations communicate vulnerability
information and fixes to customers through public disclosure.
Participants report using multiple channels, depending on the
customer type, product, and legal obligations. Most organi-
zations publish a public security advisory; as one participant
explains, “we’re publishing our advisories on our website,”
and “if it comes into CVD programs . . . there will of course
be an advisory” (P4-O2; P2-O1). These advisories are “com-
pletely public” (P1-O1).

Many organizations complement public advisories with
direct customer notifications. Participants describe customer
portals where users can log in and see “these are my devices,
that’s where I’m impacted . . . these are the fixes,” making the
process “more transparent” (P1-O1). Others use subscription-
based updates, where customers “subscribe to newsletters . . .
and they get an update like that,” often filtered by the products
they use (P1-O1). Some organizations rely on more direct
communication, such as “e-mail or phone calls. . . the old
fashioned way,” or send information through “release notes,
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newsletters, or monthly reports” (P5-O3; P9-O7; P11-O9).
Communication practices also vary by customer size and

relationship. Larger customers may have “dedicated com-
munication channels with the security teams,” while smaller
customers are reached through “mailing lists” (P8-O6). In
business-to-business settings, disclosure may follow “contrac-
tual agreements” and go “directly to the responsible person”
(P10-O8). In some cases, legal requirements apply, and orga-
nizations must issue “field safety notices . . . where we really
directly inform the customers” (P2-O1).

Overall, public disclosure is handled through a mix of pub-
lic advisories and targeted communication, and is shaped by
customer needs, regulatory requirements, and organizational
practices.

4.3 Post-adoption Challenges and Counter-
measures

In this section, we discuss the post-adoption challenges re-
ported by participants in our study (subsubsection 4.3.1) and
the countermeasures organizations use to address these chal-
lenges (subsubsection 4.3.2).

4.3.1 Post-adoption Challenges

Here, we discuss twelve distinct post-adoption challenges
mentioned by participants in our study: validity of reports,
handling variability, poor-quality reports, internal coordina-
tion, volume of reports, internal capacity, staffing and cost,
interaction with reporters, leadership understanding and sup-
port, defensiveness from internal teams, public exposure, and
regulatory pressure. We examine whether the pre-adoption
concerns (see subsubsection 4.1.2) actually materialize in
practice, and we compare our findings with challenges iden-
tified in prior work—referred to as issues in previous stud-
ies—to assess which challenges persist, disappear, or emerge,
and to what extent they affect CVD programs.

Validity of reports. Disagreements about whether a report
describes a real vulnerability and how severe it is are a com-
mon post-adoption challenge. Seven participants explain that
“there has been cases where we would, for instance, not agree
on the criticality,” but emphasize that this is “normal” and
not viewed as a major problem (P2–O1). Participants explain
that they have not had “very bad experience, except those
cases where we really would not agree on the criticality or
the severity of the vulnerability” (P2–O1).

These disagreements often arise because “the researcher
usually doesn’t have a lot of knowledge about the software
we use,” which can lead to claims that cannot be reproduced
or exploited in practice (P5–O3). One participant gives an ex-
ample where researchers claimed “you have a SQL injection
vulnerability,” but internal checks showed that “we haven’t
been able to really make use of the vulnerability,” because
“we also have an extra check . . . that handles all of those

injections” (P5–O3). As a result, researchers may have “a
limited view on what our software or what our part of the
software does, making it hard for them to understand why
we say no, this isn’t a vulnerability” (P5–O3). Participants
describe these as “very vivid discussions,” but explain that
they are usually resolved through communication, such as
“having a call with the researchers and explain to them why,
in our view, something isn’t a vulnerability,” or by relying on
third parties “to clear up that noise and pass to us whatever
is really validated,” helping avoid prolonged debate (P5–O3;
P6–O4).

Handling variability. Handling variability between inter-
nally and externally reported vulnerabilities is identified as
a post-adoption challenge by five participants. Internally dis-
covered vulnerabilities are generally described as easier and
smoother to handle, as organizations have earlier visibility
and clearer ownership. As one participant explains, “in our
internal security process, we know already much earlier when
we have a vulnerability . . . we can plan and we can organize
according to that. Once identified, issues are placed into our
normal life cycle management process and released through
planned updates to customers” (P4–O2). Another participant
adds that internally, “everything is very well streamlined . . .
we know which systems are processing these problems, we
know the people who are working on this because we have
ticketing systems, mail trails, and logs” (P11–O9). A third
highlights that when a vulnerability is found internally, “you
are already talking to an expert,” and “the time to respond is
way quicker and way more reliable because you already have
the right people involved” (P10–O8).

External reports, in contrast, often introduce additional
pressure and extra steps. Participants explain that “the mo-
ment something comes in through CVD, the clock starts tick-
ing,” because public disclosure becomes a concern, which
“drives some steps in the CVD that we don’t have on the in-
ternal” (P2–O1). Others note that external findings “become
a must to fix, even when they disrupt normal development
work” (P6–O4). Overall, participants describe this challenge
as stemming from the contrast between streamlined internal
processes and externally reported vulnerabilities, which add
time pressure and coordination effort.

Poor-quality reports. Four participants mention report
quality as a challenge and note that it “varies a lot among
reporters” (P4–O2). Several point out that low-effort submis-
sions occur at times, explaining that “sometimes it happens
. . . that the reports are completely garbage” (P4–O2). Others
emphasize that “some reports are poorly written or contain un-
professional language, which creates extra work” (P18–O15).
At the same time, participants consistently stress the value of
well-prepared reports. One explains that “the more thorough
the research and the report is, the better” and points out that
“the most important thing is to understand which version they
are running, what is the configuration of the gear they are us-
ing . . . and then also clear reproduction steps, because as soon
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as we have reproduction steps, then we can put that to the
test in our lab as well” (P4–O2). Others describe high-quality
submissions where reporters “made a great report on how they
found it and how we could reproduce it,” sometimes “even
including guidance on how to fix it” (P9–O7). Participants
also observe changes over time, noting that “there were quite
good reports when we started,” while “the spam we see [is]
more recently now that time has passed” (P13–O11). Overall,
participants conclude that although low-quality reports cre-
ate some extra work, high-quality submissions provide clear
value and make report quality a manageable issue rather than
a barrier.

Internal coordination. Internal coordination emerges as
a post-adoption challenge, mentioned by three participants,
especially in large and complex organizations. Participants
explain that scale and diversity make vulnerability handling
difficult, as “ we are a large organization, many business
units, many different products,” and when someone reports “I
found a problem in product X,” teams first need to understand
“which business unit is responsible for product X” (P2–O1).
One participant mentions that, unlike smaller organizations
where “it could even be one person who does it all,” larger
ones involve “a lot of people in different departments,” which
makes it hard to consistently “find the responsible group and
report it there” (P17–O14). Coordination is further compli-
cated by the fact that teams have “different backgrounds, dif-
ferent academic studies, yet are expected to do everything in a
similar fashion, in a similar way,” which “can be a difficult sit-
uation sometimes” (P17–O14). Even when formal processes
exist, participants note that “finding the right communication
line and finding the correct colleagues” remains a challenge
that “doesn’t reduce the time, and increases the effort quite a
lot” (P10–O8). Overall, participants highlight that handling re-
ports internally is often less about the technical fix and more
about navigating organizational size, multiple communica-
tion paths, and limited visibility across teams, which together
make coordination slow and effort-intensive.

Volume of reports. Across organizations, participants con-
sistently report that vulnerability volume is dominated by
internal reports rather than external ones, as shown in Table 4.
The majority of organizations (12 out of 15) indicate that most
vulnerabilities are identified internally, with estimates such as
“75 to 80%” or “80 to 90%” of findings coming from internal
sources, compared to only a small number of external reports
(P4-O2; P7-O5). Only two organizations (O7 and O10) re-
port a higher volume of external than internal findings, while
one organization (O13) reports neither internal nor external
vulnerabilities. One participant explains that “it’s above 90%,
but most of the time it’s in the software we use. It’s not our
own software, but it’s in the IT platforms and the application
server, web service, all those third party software we use,”
and adds that “we recently started a security training with
internal employees, so that might change in the near future
because they also get the tools and knowledge to discover and

do something about security” (P9–O7).
These results address a common pre-adoption concern that

CVD programs would lead to an unmanageable influx of ex-
ternal reports. Participants acknowledge that “there was a lot
of submissions” when programs were first launched, but note
that “that huge demand goes back to normal, like one or two
per week” (P6-O4). As one participant summarizes, “you can
expect at the beginning a lot of tickets going to you, but after-
wards you should be able to reduce the number and make it
within the manageable capacity” (P6-O4). Participants further
explain why internal findings dominate, noting that “inter-
nally, we find more issues because we have more context and
access. Internal testing is closer to grey-box or white-box test-
ing, while external researchers work in black-box conditions.
When external researchers find something critical, it often has
significant merit because they are working without internal
knowledge” (P18-O15).

Internal capacity, staffing, and cost. Internal capacity,
staffing, and cost emerge as post-adoption challenges, partic-
ularly in relation to organizational size and structure. Partici-
pants note that sustaining a CVD program requires ongoing
operational effort, including “ensur[ing] there is sufficient
staffing” and having “sufficient people looking at the inbox,”
which is described as “also a challenge” (P2–O1). One partici-
pant from an organization without a CVD program highlights
that these concerns are especially relevant for smaller and
medium-sized organizations, where limited capacity can lead
to basic failures, such as reports “ending up in spam and
never being seen, or being deleted without proper assessment”
(P11–O9).

Participants emphasize that capacity challenges go beyond
headcount and include maintaining routine processes. Even
small operational tasks require attention, as “you have a PGP
key, but you need to keep that up to date,” and forgetting to
do so has happened “one or two cases over the years,” even if
considered “a minor thing” (P2–O1).

From a cost perspective, participants consistently report
that CVD programs are not overly expensive. Several organi-
zations rely on recognition instead of payments, noting that
“we do recognition, but we don’t do a reward or financial
reward,” and therefore “I don’t think it’s that costly to imple-
ment the process” (P1–O1). While organizations still need “a
security person in your organization to be able to assess it,”
costs are generally manageable (P1–O1). Some participants
observe that “smaller companies often assume CVD takes a
lot of time and a lot of money. But in reality is not that expen-
sive, since you just make a website, and you just structure it
[CVD] well” (P2–O1). One participant even describes CVD
as “a cheap way to have security testing” (P2–O1).

Decisions around third-party platforms are also shaped by
cost and capacity. While some organizations prefer to stay in-
house “to be in full control,” others report that it was “actually
cheaper to engage an external platform than to pay our internal
team doing that work” (P8–O6). At the same time, participants
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caution that “bug bounty programs. . . for smaller companies
are relatively costly,” highlighting that cost–benefit trade-offs
depend on organizational size and maturity (P8–O6).

Overall, participants describe internal capacity, staffing, and
cost as manageable post-adoption challenges, with constraints
most visible in smaller organizations.

Reporter behavior. Participants describe interactions with
reporters as mostly positive and cooperative. Communica-
tion “generally goes pretty well, with good alignment and
understanding with security researchers” (P1–O1). Many par-
ticipants stress that most reporters are trying to help improve
security, and overall interactions are described as “very, very
good,” where “90 to 95% of the cases are positive and negative
cases are rare” (P2–O1; P8–O6).

When problems occur, participants mainly point to two
sources: disagreements about validity (discussed previously)
and pressure from reporters (mentioned by three participants).
Pressure most often relates to rewards or disclosure timelines.
One participant describes a case where a reporter approached
the organization by saying “I found this and I’m going to put
it in public if you don’t pay me,” which “is something that the
company doesn’t like” (P11–O9). Another participant reports
pressure around strict timelines, noting that some researchers
are “really super adamant of giving us exactly 90 days,” even
though “sometimes it’s just not realistic for us to be able to
fix something in 90 days” (P4–O2). When reporters refuse
to accept delays, they may publish “no matter what,” which
forces organizations to disclose as well, “even if we don’t
have fixes” (P4–O2).

Overall, participants describe interactions with reporters as
largely positive, with challenges limited to occasional pressure
around rewards or disclosure timelines rather than systematic
conflict.

Leadership understanding and support. This post-
adoption challenge is mentioned by three participants. One
explains that CVD programs often need “a little bit of a push
because there are people on the board that don’t really un-
derstand how these things are working” (P11–O9). When
leadership lacks this understanding, vulnerability disclosure
can easily be seen “as a cost center only,” rather than as some-
thing that adds value (P4–O2). In contrast, participants stress
the importance of support from higher management, noting
that “the fact that we do have people higher up that are aware
of CVD and that are willing to invest in this kind of program
is really helping us” (P4–O2). At the same time, even when
security is broadly supported, CVD does not always receive
explicit priority, as “even if you have them nailed down on
police to support security, it’s not necessarily that the CVD
program gets a push,” since leadership must constantly de-
cide whether to “spend it on security or to make the product
cheaper to compete on the market” (P14–O12). Overall, par-
ticipants describe leadership support as uneven, with limited
understanding at higher levels sometimes slowing down or
constraining CVD efforts.

Defensiveness from internal teams. Three participants
identify defensiveness from internal teams as a post-adoption
challenge. One explains that vulnerability reports are often re-
ceived with skepticism, noting that “usually they [developers]
are very sceptical ... because someone is coming out of the
blue in order to tell you that you have a problem with your
software and this is not well received by developers,” even
though “it is very well received by security professionals like
me because I am always looking to see if there is a problem,
a real problem there,” adding that “for the developers it is a
little bit of a different story” (P11-O9). Another participant
points to resistance from legal teams, stating that “legal is
also very hesitant on publishing information on how we do
certain things and to promise timelines and things like that”
(P10-O8). A third highlights a broader issue, explaining that
“people were not happy when admitting mistakes, admitting
failure” (P14-O12). Overall, participants describe defensive-
ness as a recurring but limited challenge, mainly affecting
interactions between security teams, developers, and legal
stakeholders.

Public exposure. Three participants identify public expo-
sure as a post-adoption challenge, closely tied to disclosure
timing and researcher behavior. Participants explain that or-
ganizations are cautious about disclosure because they “don’t
want to be held hostage in quotes by the researchers . . . when
they have to remediate an issue with their product” (P3–O2).
A key concern is disclosing vulnerabilities before a fix is
ready, as organizations “try to avoid as much as possible dis-
closing something when there is no fix available, because
doing so would expose us and our customers” (P4–O2). Early
disclosure without remediation “puts us and our customers
in a very bad position,” since it means “we’re signaling to
the world exposure to something for which there is no fix”
(P4–O2). Maintaining communication is therefore seen as
critical, as one participant stresses the need “to have good
communication with the researchers, because if you don’t,
things like public disclosure will happen, and it will be even
worse for your reputation” (P5-O3). Overall, participants de-
scribe public exposure as a sensitive but manageable chal-
lenge that depends largely on effective communication and
coordination around disclosure timing.

Regulatory pressure. Regulatory pressure is identified as
a post-adoption challenge by three participants, particularly
in relation to newer legal frameworks that make vulnerability
disclosure mandatory rather than voluntary. One participant
explains that disclosure “has been voluntary, but now . . . in
some domains it’s a legal obligation,” pointing to regula-
tions such as the Cyber Resilience Act in Europe and the
PSTI Act in the UK (P2–O1). While large organizations are
generally seen as capable of absorbing these requirements,
participants express concern about smaller and medium-sized
organizations, noting: “I really wonder to what extent small
and medium-sized organizations really will be able to put this
[regulations] in place” (P2–O1).
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Participants also highlight that regulatory pressure shapes
how much information organizations are willing to disclose.
One explains that to manage legal risk, organizations “publish
the least amount as possible and keep up to date with the leg-
islations,” and that new requirements may force them to “go
to legal to ensure disclosures both protect us and still follow
the regulations” (P10–O8). In regulated sectors, pressure is
even stronger, as “if you have a finance company, even if it
is small, they are taking care of this kind of vulnerabilities
because of the strict framework” (P11–O9). Overall, partici-
pants describe regulatory pressure as an increasing constraint
that formalizes CVD practices but also raises concerns about
legal risk, disclosure scope, and the ability of organizations
to comply.

Our findings show that most pre-adoption concerns do ma-
terialize in practice, but usually in a weaker form (see Table 3).
Concerns such as report volume, poor-quality reports, and in-
ternal capacity are often described as strong barriers in earlier
studies, but in our study they mostly emerge as medium or
limited challenges after adoption. Participants report an initial
increase in submissions and occasional low-quality reports,
but these challenges tend to decrease over time and become
manageable through basic triage and experience. Other pre-
adoption concerns identified in earlier studies, including lack
of reporter experience and difficulties communicating with
reporters, do not materialize in our findings. Overall, while
pre-adoption concerns are not unfounded, they rarely turn into
long-term or unmanageable problems once a CVD program
is in place.

Table 5 compares our findings on post-adoption challenges
with those reported in prior work. As in subsubsection 4.1.2,
the qualitative “strength” indicators (limited, medium, strong)
reflect how frequently issues were discussed and how many
participants mentioned them. Prior studies were mapped onto
the same scale based on the findings reported by the authors,
enabling approximate comparison across studies.

Overall, we observe both continuity and change in post-
adoption challenges. Core challenges such as report validity,
internal coordination, and internal capacity continue to affect
organizations, confirming that these issues persist after adop-
tion. However, participants generally describe their impact as
lower than suggested in earlier studies, with issues like poor-
quality reports, report volume, and reporter behavior viewed
as manageable rather than critical. At the same time, our study
identifies challenges that receive little to no attention in prior
work, particularly handling differences between internal and
external reports and the increasing regulatory pressure. In
contrast, challenges emphasized in earlier studies—such as
maintaining long-term engagement with reporters—are not
identified by our participants. Taken together, these findings
suggest that while many post-adoption challenges persist,
their impact is reduced through organizational learning, and
new challenges emerge as CVD programs mature and operate
in more regulated environments.

4.3.2 Countermeasures

Participants describe three main countermeasures to address
post-adoption challenges: updates to the CVD program, inter-
nal organizational changes, and the use of external platforms.
Not all organizations implemented countermeasures, and sev-
eral participants explicitly report making no changes.

Updates to the CVD program. Mentioned by four partici-
pants and also identified as the most common countermeasure
by [8], these updates are mainly small adjustments rather than
major redesigns. One participant explains that “what we have
done over the years is indeed improve the process,” including
decisions about “what steps to follow and who to involve”
(P2–O1). Another adds that they “adjusted the remediation
timelines from time to time, like how long it should take to
fix critical or medium vulnerabilities,” even though “roughly,
the process hasn’t changed too much” (P4–O2). Some organi-
zations also adapted how they interact with reporters, noting
that “we’ve learned kind of to cut the conversation short if we
notice that it’s not going in the right direction” (P13–O11).

Internal organizational changes. This countermeasure is
mentioned by three participants and is also identified in prior
work [8]. These changes focus on improving internal coordi-
nation and clarifying responsibility. One participant explains
that after launching the program, “we had to make a list of
all internet-facing websites, IP addresses, and who’s hosting
it, and what’s running on it,” because “that was not clear in
the beginning, which made routing reports difficult” (P9–O7).
Another participant describes changes in decision-making
structures, noting that “we created a whole process flow . . .
and decisions who will be informed when about what,” which
helped clarify escalation paths and responsibilities across
teams (P2–O1).

Use of external platforms. This countermeasure is men-
tioned by one participant and is also discussed in prior work
[8]. External platforms are used mainly to reduce internal
workload through triage. A participant explains that before
using an external platform, “the first assessment of our vul-
nerability [was] within our internal team, but this is not really
the most efficient way, especially since platforms such as
HackerOne or Bugcrowd, have their own triage team as well.”
As a result, the organization decided “to outsource this job,
so that our colleagues would have more time left to do other
work,” because “the first assessment you can relatively eas-
ily outsource,” while “everything behind that is not so easily
outsourceable” (P8–O6).

No countermeasures. Four participants report not imple-
menting any countermeasures. Two explain that “our gen-
eral disclosure process . . . hasn’t really changed that much”
(P8–O6), or that “while the program has been useful to us, we
have other priorities to focus on, at least for the coming year”
(P13–O11).

Overall, countermeasures tend to be incremental and prag-
matic rather than radical. Organizations mainly adjust in-
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Table 5: Post-adoption Challenges: Prior Studies vs. Our Findings

Post-adoption challenge Prior studies Our study Interpretation from our study

Poor-quality reports [7, 8, 20] ●●● ●● Low-quality or incomplete reports occur but are
considered manageable.

Validity of reports [7, 8, 20] ●●● ●●● Disagreements about scope or severity arise but
are typically resolved through assessment and
discussion.

Volume of reports [8, 20] ●●● ● Participants report an initial spike of external
reports after adoption that becomes manageable
after a few months. Most of the vulnerabilities are
discovered internally.

Internal coordination [7, 8] ●● ●● Identifying responsible teams and coordinating
remediation is complex, especially in large
organizations.

Internal capacity, staffing, and
cost [8, 20]

●● ●● Staffing and cost constraints are generally
manageable for larger organizations but pose
greater challenges for smaller ones.

Reporter behavior [8] ●● ● Interactions are mostly positive; pressure around
rewards or timelines occurs in isolated cases.

Leadership understanding and
support [7]

● ● Limited leadership understanding persists but does
not block program operation.

Maintaining reporter engage-
ment [20]

● − Participants do not report difficulties maintaining
engagement; respectful treatment encourages
reporters to submit more reports.

Defensiveness from internal
teams [8]

● ● Defensive reactions from developers and legal
teams occur mainly early in program adoption and
decrease over time.

Public exposure − ● Disclosure remains sensitive, particularly when
timelines are driven by external reporters.

Handling variability − ●● External reports are less predictable and introduce
more pressure than routine internal findings.

Regulatory pressure − ●● Regulatory requirements increasingly shape CVD
operations and disclosure practices.

Strong issue: ●●● Medium: ●● Limited: ● Not identified: −

ternal coordination, refine existing processes, or selectively
outsource triage, while some introduce no changes at all. Im-
portantly, three of the four countermeasures identified by [8]
remain relevant in our study, while the use of additional tool-
ing is not mentioned by participants. The fact that four par-
ticipants report no countermeasures suggests that, although
CVD programs do face challenges, these challenges are often
not severe enough to require countermeasures.

4.4 Recommendations from Participants

Nine participants explicitly recommend implementing a CVD
program, emphasizing that its benefits outweigh the chal-
lenges when it is set up properly and supported internally.
Participant recommendations cluster around three themes: es-
tablishing a clear process and expectations, ensuring internal
readiness, and starting small.

Clear process and expectations. Mentioned by nine par-
ticipants, establishing a clear process and expectations is the

most frequently emphasized recommendation. Participants
stress that organizations should “build up the processes and
discuss it first with the people who will be involved so they
can give advice” (P11–O9). One participant mentions the
importance of “set[ting] up clear guidelines, like how quickly
you’re gonna respond to something” (P3–O2). In addition,
participants emphasize the need for a well-defined scope, ad-
vising organizations to “first make sure that they have a clear
scope, including scoping the external assets to be included
in these kind of programs, and clearly classifying what is
considered in scope” (P6–O4).

Internal readiness. This recommendation is mentioned by
seven participants. They emphasize that organizations should
have basic security capacity and visibility before opening
external reporting channels. One participant recommends ad-
dressing internal vulnerabilities first: “If I have my house in
order like this internally, then I would think to go also exter-
nally” (P11–O9). Having asset oversight is also critical, as
organizations should “have a good oversight of your assets
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and of who does what before you do so” (P10–O8).
Start small. Mentioned by five participants, especially in

relation to smaller organizations, participants recommend
beginning with simple disclosure mechanisms and expanding
over time. One recommends “start[ing] with a very basic
process for vulnerability disclosure, a security.txt document
that is easy to find” (P13–O11). For smaller organizations,
participants note that “they might consider to do it in-house
before investing in more complex programs” (P8–O6).

Overall, participants recommend CVD programs as ben-
eficial but caution that success depends on clear processes,
internal readiness, and a gradual, manageable implementation.

5 Discussion

Our findings suggest that how organizations experience CVD
in practice today differs in important ways from how it is
described in prior work [8–10, 17–20]. Rather than indicating
a failure of earlier research, this difference reflects a shift in
context: the most recent qualitative study with organizational
security experts dates back to 2022 [8], before regulatory pres-
sure and organizational experience had fully reshaped CVD
practice. Regulatory developments—most notably the EU Cy-
ber Resilience Act [5]—have moved CVD from an optional
best practice toward a normalized organizational capability.
Including organizations without CVD programs allows us to
capture this transition directly, showing not only why CVD
feels less disruptive in practice, but also why adoption remains
uneven despite normalization.

The motivations described by participants suggest that
CVD is primarily framed internally as a risk-management
practice rather than as a visibility or signaling mechanism.
Organizations emphasize access to external expertise, control
over disclosure timing, and the protection of trust and rep-
utation as ways to reduce uncertainty around vulnerability
handling, rather than to attract attention or recognition. Le-
gal aspects and market incentives matter, but they appear to
reinforce adoption rather than initiate it. In contrast, organiza-
tions without CVD programs are not rejecting disclosure as a
principle; instead, adoption is postponed when perceived se-
curity risk, available capacity, and organizational priorities do
not align. This suggests that non-adoption reflects situational
readiness rather than resistance, helping explain why CVD
remains unevenly adopted even as it becomes increasingly
normalized.

A central contribution of this study is showing that many
pre-adoption concerns persist but no longer function as mean-
ingful constraints. While earlier studies describe strong pre-
adoption concerns, we find that many of these concerns do not
block program adoption. Notably, two concerns highlighted in
prior work—lack of reporter expertise and difficulties commu-
nicating with reporters—are absent and external researchers
are instead viewed as a valued source of technical insight.
This shift suggests that organizational learning and repeated

interaction have reduced early-stage uncertainty around work-
ing with external reporters.

At the same time, our findings surface a previously uniden-
tified pre-adoption concern: process liability. For some or-
ganizations, the perceived risk lies not in running a CVD
program, but in committing to a process they cannot reliably
execute. This reframes non-adoption not as resistance, but
as a judgment about operational readiness, highlighting why
some organizations prefer no program over a symbolic one.

Post-adoption challenges discussed by participants largely
overlap with those reported in prior work, but—similar
to pre-adoption concerns—they are generally less severe
and less disruptive than earlier studies suggest [7, 8, 20].
Core issues—report validity, internal coordination, and ca-
pacity—remain, yet are treated as routine operational work
rather than threats to program viability.

In contrast to prior work, challenges related to report vol-
ume, poor-quality reports, and reporter behavior are described
as limited or moderate. High report volume is mainly experi-
enced in the first months after adoption and tends to stabilize
over time. Poor-quality reports increase workload but are
viewed as a normal outcome of opening disclosure to a broad
and diverse group of reporters. Interactions with reporters
are mostly constructive, and when tensions arise they tend
to reflect misaligned incentives rather than breakdowns in
the disclosure process. These tensions are closely linked to
reporter motivations: while some report vulnerabilities out
of personal interest or curiosity [13, 18], others are primarily
driven by financial rewards [26]. This perspective contrasts
with prior, reporter-centered studies, which emphasize nega-
tive disclosure experiences and sustained conflict [7, 11–13].

At the same time, our study identifies post-adoption chal-
lenges that are largely absent from earlier work and reflect the
realities of mature CVD programs. One key challenge is the
risk of public exposure, especially when disclosure timelines
are driven by external reporters and fixes are not yet available,
creating pressure that is organizational rather than technical.
Participants also highlight the asymmetry between internal
and external vulnerability reports: internally found issues
follow predictable processes with early visibility and clear
ownership, while externally reported vulnerabilities often ar-
rive unexpectedly, trigger disclosure expectations, and require
additional coordination under time pressure. A third emerg-
ing challenge is regulatory pressure, as new laws increasingly
mandate disclosure practices and remediation timelines, re-
ducing flexibility in how organizations manage vulnerabilities.
Together, these challenges suggest that friction in CVD has
shifted—from uncertainty about running a program to con-
straints created by visibility, external accountability, and legal
obligations—indicating a move from early-stage operational
concerns to institutional and regulatory ones.

In contrast, one challenge highlighted in prior stud-
ies—maintaining reporter engagement—does not appear in
our data. Previous work shows that “around 80% of reports
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come from 20% of reporters” [47], suggesting that once re-
porters engage with a program, they often continue to partici-
pate.

The limited use of countermeasures—and the fact that some
organizations adopt none at all—suggests that CVD has be-
come sufficiently routinized to operate without continuous in-
tervention. Incremental adjustments replace structural change,
reinforcing the interpretation of CVD as a stable organiza-
tional capability.

Taken together, these findings answer our research question
by showing that earlier CVD challenges have not disappeared,
but have largely become normalized, reduced in importance,
or replaced by new forms of friction. CVD today appears less
fragile and less disruptive than prior work suggests. Instead,
its impact is increasingly shaped by organizational scale, co-
ordination demands, and regulatory requirements. The central
challenge is no longer whether CVD programs can be sus-
tained, but how they are integrated into broader governance,
compliance, and development practices over time.

Based on our findings, we offer recommendations for both
organizations and regulators. For organizations and security
teams, we suggest not overestimating the risks of adopting
CVD, as common concerns such as report volume, report qual-
ity, and internal capacity are generally manageable in practice.
In line with participants’ advice, organizations should set
up a clear, organization-wide CVD process with a defined
scope, roles, timelines, and escalation paths, and ensure basic
internal readiness before opening disclosure channels. Start-
ing with a simple setup and improving it over time helps
build experience, while keeping in mind that external reports
often create more time pressure than internal findings. For
regulators, our results indicate that CVD requirements are
feasible when expectations are clear and realistic. Regulatory
frameworks should allow flexibility in timelines and imple-
mentation, especially for smaller organizations, and focus on
transparency, responsiveness, and process maturity rather than
strict procedures.

6 Limitations and Future Work

The main limitation of this study is participant selection. We
were not able to recruit many organizations without CVD pro-
grams, which limits insight into non-adoption perspectives.
In addition, the sample likely reflects selection bias, as larger
organizations with more mature security practices may have
been more willing to participate. The sample is also weighted
toward organizations operating in the Netherlands, which
may limit the generalizability of the findings to other regula-
tory or organizational contexts. Another limitation concerns
the comparative analysis with prior work. The qualitative
“strength” indicators used throughout the paper are interpre-
tive and based on how frequently themes were discussed
during interviews and how many participants mentioned a
particular issue, rather than on quantitative measurements.

Furthermore, prior studies were mapped onto the same scale
based only on their reported findings and discussion, since we
did not have access to their original interview data. As a result,
these comparisons should be interpreted as approximate and
treated with caution given the methodological and interpre-
tive differences between studies. Future work should focus
on smaller organizations and those without CVD programs
to better understand barriers to adoption and how regulatory
pressure and resource constraints shape CVD decisions across
different organizational contexts.

7 Conclusion

This paper contributes an updated, organization-centered view
of CVD programs based on 18 semi-structured interviews
with security professionals from 15 organizations, including
both organizations with established CVD programs and orga-
nizations without. By including organizations without CVD
programs, our study brings perspectives that have been largely
absent from prior qualitative work and helps explain both
adoption and non-adoption decisions. We show that many pre-
adoption concerns reported in earlier studies—such as report
volume, report quality, and internal capacity—do occur in
practice, but typically in milder and more manageable forms.
Several concerns emphasized in prior work, including lack of
reporter expertise and difficulties maintaining reporter engage-
ment, are not observed in our data. Post-adoption challenges
such as report validity, internal coordination, and staffing per-
sist, but rarely threaten program operation, while new chal-
lenges related to regulatory pressure and differences between
internal and external reports are becoming more relevant.
Overall, our findings suggest that CVD programs have ma-
tured, becoming more stable, predictable, and normalized in
practice, and that anticipated risks are less disruptive than
commonly assumed.
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A Interview Protocol

A.1 General questions:
1. Can you introduce yourself, share your job title, and

describe your role within your organization?

2. How long have you worked at your current organization?

3. Does your organization have a CVD program? If so,
since when?

A.2 Questions for vendors with a CVD pro-
gram:

A.2.1 Pre-adoption considerations

1. What were the main goals your organization aimed
to achieve by implementing the CVD program?

2. What pros and cons did your organization consider
before adopting the CVD program?

A.2.2 Vulnerability discovery and remediation in
practice

3. Can you walk me through the steps your organiza-
tion takes when receiving a vulnerability report?
Does this process differ from how internally dis-
covered vulnerabilities are handled?

4. On average, how many vulnerabilities does your or-
ganization discover internally in its products each
year?

5. On average, how many vulnerabilities are reported
through the CVD program each year?

6. What channels does your organization use to in-
form customers about vulnerability fixes?

A.2.3 Interaction with vulnerability reporters

7. How would you generally describe your organiza-
tion’s interactions with vulnerability reporters?

8. Can you share an example of a positive interaction
with ethical hackers, and explain what made the
experience successful?

9. Can you share an example of a negative interaction
with ethical hackers, and explain what made the
experience challenging?

10. Have there been cases where researchers publicly
disclosed vulnerabilities instead of reporting them
through your program? How did you handle the
situation?

A.2.4 Post-adoption challenges and countermea-
sures

11. What challenges has your organization encoun-
tered with the CVD program, and what measures
have been taken to mitigate them?

12. Do the challenges and mitigations differ between
vulnerabilities discovered internally and those re-
ported through CVD programs? If so, how?

A.2.5 Recommendations for organizations consid-
ering CVD implementation

13. What advice would you give to organizations con-
sidering implementing a CVD program?

14. Is there anything else you would like to share that
can be valuable for our research?

A.3 Questions for vendors without a CVD pro-
gram:

A.3.1 Pre-adoption considerations

1. Has your organization internally discussed adopt-
ing a CVD program?

2. What pros and cons were considered?

3. What is your current perspective on CVD pro-
grams?

A.3.2 Vulnerability discovery and remediation in
practice

4. Can you walk me through your organization’s pro-
cess for discovering and remediating vulnerabili-
ties?

5. On average, how many vulnerabilities does your or-
ganization discover internally in its products each
year?

6. Does your organization receive vulnerability re-
ports from external researchers? If so, how many
do you receive on average each year?

7. Does the process for handling vulnerabilities re-
ported by external researchers differ from the pro-
cess for internally discovered vulnerabilities? If so,
how?

8. What channels does your organization use to in-
form customers about vulnerability fixes?
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A.3.3 Interactions with vulnerability reporters

9. How would you generally describe your organiza-
tion’s interactions with ethical hackers?

10. Can you share an example of a positive interaction
with ethical hackers, and explain what made the
experience successful?

11. Can you share an example of a negative interaction
with ethical hackers, and explain what made the
experience challenging?

12. Have there been cases where researchers publicly
disclosed vulnerabilities instead of reporting them
to your organization? How did you handle the situ-
ation?

A.3.4 Post-adoption challenges and mitigations

13. Does your organization face any challenges with
vulnerabilities reported by external researchers?
How do these challenges compare to those of inter-
nally discovered vulnerabilities, and why?

14. What measures, if any, has your organization imple-
mented to address the challenges of vulnerabilities
reported by external researchers?

A.3.5 Recommendations for organizations consid-
ering CVD implementation

15. What advice would you give to vendors consider-
ing implementing a CVD program?

16. Is there anything else you would like to share that
can be valuable for our research?
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